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[bookmark: _Toc59211342]VIDEO
1. [bookmark: _Toc59211343]INTRODUCTION

High quality video calling features for your web applications with Video SDK for face to face communication. Discuss, promote, sell or deliver services with a personalised communication experience.
The below documentation is a guide to integrate, configure video features available via SDK, API and Self Care Developer portal. The below feature availability matrix helps identify the platform for the required feature setup, integration. Further sections explain each feature configuration in detail.

	Feature
	SDK
	API
	Developer Portal

	Web App User Account Creation & Deletion
	
	· 
	· 

	Web App User Login & Logout
	· 
	
	

	Make an App Call
	· 
	
	

	Make Cross Platform Video Call
	· 
	
	

	Make Group Video Call
	· 
	
	

	Receive Incoming Call
	· 
	
	

	Decline Incoming Call
	· 
	
	

	End Call
	· 
	
	

	Mute/Unmute Call
	· 
	
	

	Presence Info
	· 
	
	

	Contact Management
	· 
	
	

	Saving Recorded Calls
	· 
	
	

	Call History/Logs
	· 
	
	· 


2. [bookmark: _Toc59211344]PREREQUISTIES

2.1. [bookmark: _Toc59211345]Sign Up – The first step to get started is to sign up on our developer portal with a valid, active email address and phone number.

2.1.1. Launch the portal via URL https://developer.vox-cpaas.com
2.1.2. Click on the ‘Sign Up Now’ link
2.1.3. Fill up your details on the Sign Up page
2.1.4. Complete Captcha verification
2.1.5. Read & Agree to the Terms & Conditions
2.1.6. Activate via the link in email sent to your registered email id
2.1.7. Login with the registered email id & password
Note - To reset the password, use Forgot password link on the Sign in page & follow the instructions

2.2. [bookmark: _Toc59211346]Create a Project – Creating a project is the foremost step to acquire unique project keys. Project keys are a combination of Project ID and Auth Token which are pre-requisites to start using any of the CPaaS services. Multiple projects can be created on the portal thereby giving you flexibility to manage projects independently for functionality, credits, logs & analytics. Every project will have its own project ID & Auth Token which are the authentication parameters whilst APIs is invoked. Below are the steps to create a project.

2.2.1. Login to the portal with registered credentials & 2FA
2.2.2. Click on Create Project
2.2.3. Enter the required details and create project
2.2.4. Project ID is created & Auth token is created
2.2.5. Select desired project from All Projects drop down to view project dashboard
2.2.6. Project Dashboard page shows usage statistics, project details (name, no. of users), project keys (Project ID & Auth token), IOS certificate & Android API key

2.3. [bookmark: _Toc59211347]View Pricing & Add Credits – Video requires credits to be purchased before it can be used. Pricing for video usage is relative to the number of users & amount of storage. Below sections detail viewing pricing as well as adding credits.

2.3.1. To view pricing, visit https://vox-cpaas.com/pricing.html & click on Video
2.3.2. This will list down the prices for Video based on the no.of users and storage space
Note – These are the standard rates that will be applicable unless custom rates are agreed & preapproved
2.3.3. To add credits, login to the portal with registered credentials & 2FA
2.3.4. Click on the drop down from the top left upper corner & select the desired project
2.3.5. Click on the Credits from the top right upper corner & enter the amount based on the required credits
2.3.6. Read & select I agree to the ‘Refund, cancellation policies and Terms of Service’ & click on Add
2.3.7. Payment Gateway Redirection - In progress (to be amended once available on the portal)
3. [bookmark: _Toc59211348]USING VIDEO SDK & FEATURES
[bookmark: _Hlk59209013]
3.1. [bookmark: _Toc59211349]SDK Introduction & Provisioning– Our Video SDK is developed on Calm SDK platform. Calm SDK is a communication platform that is designed to be fast, lightweight, reliable, and easy to integrate into any application. Its SDKs are available for Android, iOS and JavaScript till date. The following sections of the document list out the APIs of JavaScript variant of Calm SDK (Web SDK) for each use case. 

a) System Requirements
3.1.1. Web SDKs run on any modern browser with JavaScript support. A Web RTC supported browser is required to use the APIs for calling. For more information on browsers that support Web RTC, please visit https://en.wikipedia.org/wiki/WebRTC
3.1.2. All APIs require secure access to domain developer.vox-cpaas.com on port 443. Hence, websites that intend to use Web SDK should be accessed through HTTPS
3.1.3. Pages that use Web SDK need to load the following script
	

Table 1

	<script src="https://developer.vox-cpaas.com/js/jquery.min.js"></script>
<script src="https://developer.vox-cpaas.com/js/bootstrap.min.js"></script>
<script src="https://webrtc.github.io/adapter/adapter-latest.js"></script>
<script src="https://developer.vox-cpaas.com/js/protobuf.min.js"></script>
<script src="https://sdk.amazonaws.com/js/aws-sdk-2.154.0.min.js"></script>
<script src="https://cdn.onesignal.com/sdks/OneSignalSDK.js" async></script>
<script src="https://developer.vox-cpaas.com/js/sha256.js"></script>
<script src="https://developer.vox-cpaas.com/js/calmsdk-001.js"></script>
<script src="https://developer.vox-cpaas.com/js/wrtc.js"></script>
<script src="https://www.WebRTC-Experiment.com/RecordRTC.js"></script>




b) [bookmark: _Hlk57904881]Initialization
	[bookmark: _Hlk57824142]Table 2
	
	

	API
	CS.initialize(config, callback);

	Parameters
	Description
	Required

	
	config – json
	Yes

	
	callback – With two parameters for return code and description phrase
	Yes

	Codes
	200 – Success
500 – Internal Error

	Notes
	· All API calls must be made only after Initialization function successfully returns 200 response
· Place iml.json file in ‘res’ folder in root directory of website where SDK is being used. This file will be accessed as www.yourdomain.com/res/iml.json



c) Web App User Account Creation via REST API

Base URL – https://proxy.vox-cpaas.com/api/user
Method – POST
	[bookmark: _Hlk59204005]Table 3
	
	
	

	Parameter
	Syntax
	Description
	Required

	Project ID
	projectid
	Identifies the project for which user accounts are being created. This can be obtained from the portal, refer section 2.2
	Yes

	Auth Token
	authtoken
	Authentication token of the relevant project. This can be obtained from the portal, refer section 2.2
	Yes

	Username
	username
	The chosen username/loginid for the user
	Yes

	Password
	password
	The chosen password for the respective username/login id
	Yes

	






Table 4

	Output

	API returns a json dictionary containing three elements, code (response code), status (status message) and resp (user creation confirmation)

	Success Output
	200: Success

	Failure Codes
	>=500: Internal Server Error
>=404: Invalid Project ID/Auth Token
>=401: User Creation Failed

	
Table 5
	
	
	

	Example

	TO CREATE A WEB APP USER ACCOUNT

	Request
	curl -X POST 'https://proxy.vox-cpaas.com/api/user' \
-d 'authtoken=XXXXXXXXX&projectid=XXXXXX&username=xxxxx&password=xxxxx'

	
	Success Output
	{"data":{"code":200,"message":"User created"}}

	
	Failure Output
	Refer to the error codes in Table 5



d) Web App User Account Deletion via REST API

Base URL – https://proxy.vox-cpaas.com/api/user
Method – DELETE
	Table 6
	
	
	

	Parameter
	Syntax
	Description
	Required

	Project ID
	projectid
	Identifies the project for which user accounts are being deleted. This can be obtained from the portal, refer section 2.2
	Yes

	Auth Token
	authtoken
	Authentication token of the relevant project. This can be obtained from the portal, refer section 2.2
	Yes

	Username
	username
	The username/loginid to be deleted
	Yes

	
Table 7
	
	
	

	Example

	TO DELETE A WEB APP USER ACCOUNT

	Request
	curl -X DELETE --header 'Accept: application/json' 'https://proxy.vox-cpaas.com/api/user?projectid=XXXXXX &authtoken=XXXXX &username=yyyyy'

	
	Success Output
	{"data":{"code":200,"message":"User deleted"}}

	
	Failure Output
	Refer to the error codes in Table 4



e) Web App User Account Creation & Deletion via Developer Portal
3.1.4. Login to the portal with registered credentials & 2FA
3.1.5. Click on the drop down from the top left upper corner & select the desired project
3.1.6. Click on Project Users from the left Developer Tools navigation panel
3.1.7. On the resulting page, click on Add a new user from the top upper right corner
3.1.8. Enter the desired username, password & click on the Create button
3.1.9. Confirmation message ‘User created’ would be displayed on the screen. The same can be verified from the displayed list
3.1.10. To delete a user account, follow the above same steps until 3.1.6
3.1.11. On the resulting page, navigate/identify to the user account which needs deletion
3.1.12. Click on Delete button against the respective username, click ok to the confirmation and the user account will be deleted
3.1.13. 
f) Web App User Login
	Table 8
	
	

	API
	CS.login(“loginId”, “password”, "push-token", callback)

	Parameters
	Description
	Required

	
	loginid – Username
	Yes

	
	password – Login password
	Yes

	
	push-token – ????
	Optional

	
	callback - With two parameters for return code and description phrase
	Yes

	Codes
	200 – Success
500 – Internal Error

	Example
	CS.login("loginId", "password", function(err, resp) {
 if (err != 200) { 
   console.log("login failed with response code "+err+" reason "+resp);
 } else {
   console.log("login Successful");
 }
});



g) Web App User Logout
	Table 9
	
	

	API
	CS.logout()

	Parameters
	Description
	Required

	
	None – ????
	

	Codes
	200 – Success
500 – Internal Error

	Example
	CS.logout()



3.2. [bookmark: _Toc59211350]Make an APP Video Call	
	Table 10
	
	 

	API
	CS.call.startCall(“Remote user”, "localVideo", "remoteVideo", isVideoCall, callback, enable_call_recording)

	Parameters
	Description
	Required

	
	Remote User – callee
	Yes

	
	localVideo – Local video element id name for video call
	Yes

	
	remoteVideo – Remote video element id name for video call
	Yes

	
	isVideocall – Should be set to true for video calls
	Yes

	
	callback – With two parameters for return code and description phrase
	Yes

	
	enable_call_recording – Set to true if call recording is required
	Optional

	Codes
	200 – Success
400 – Failure

	Example
	Function callbackFunc(code, resp){
 if (code != 200) { 
   alert("call failed with response code "+code+" reason "+resp);
 }
}

var callId = CS.call.startCall(remoteUser, "localVideo", "remoteVideo", true, callbackFunc)



3.3. [bookmark: _Toc59211351]Make a Cross Platform Video Call
	Table 11
	
	

	API
	CS.call.startPSTNCall(“Remote user”, "localVideo", "remoteVideo", callback,  enable_call_recording,"fromUser")

	Parameters
	Description
	Required

	
	Remote User – callee
	Yes

	
	localVideo – Local video element id name for video call
	Yes

	
	remoteVideo – Remote video element id name for video call
	Yes

	
	callback – With two parameters for return code and description phrase
	Yes

	
	enable_call_recording – Boolean parameter (true/false). Used to record calls
	Optional

	
	fromUser – Should be DID number, which belongs to the same project  (DID number not applicable to Video calls? So should this parameter be removed?)
	Optional

	Codes
	200 – Success
400 – Failure

	Example
	function callbackFunc(code, resp){
 if (code != 200) { 
   alert("call failed with response code "+code+" reason "+resp);
 }
}

var callId = CS.call.startPSTNCall(remoteUser, "localVideo", "remoteVideo", callbackFunc, true, fromUser);



3.4. [bookmark: _Toc59211352]Make Group Video Call

3.5. [bookmark: _Toc59211353] Receive Incoming Call

	Table 12
	
	

	API
	CS.call.onMessage(callCallback)

	Parameters
	Description
	Required

	
	callback – With two parameters for return code and description phrase
	Yes

	Codes
	200 – Success
400 – Failure

	Example
	function callCallback(msgType, resp) {
 console.log("call event "+msgType+" received");
 console.log("call from caller "+resp.caller);
 console.log("Call type isVideoCall "+resp.isVideoCall+" True if video call or False for audio call");
 
       switch(msgType) {
         case "OFFER":  /* incoming offer from remote party */
           console.log("Incoming call offer");
         break;
         case "PSTN-OFFER":
            console.log("PSTN incoming call offer");
          break;
         case "RINGING":  /* ringing at remote end (for outbound call) */
           console.log("outgoing call ringing");
         break;
         case "ANSWERED":  /* outbound call is answered */
           console.log("incomin call answered");
         break;
         case "END":  /* remote party ended the call */
           console.log("incoming call end");
         break;
         case "CALLHISTORYSYNC":  /* Call ended at another device */
           console.log("Call ");
         break;
         case "PSTN-END":
            console.log("PSTN incoming call end");
          break;
          case "MUTE-UNMUTE":
			if (resp.mediaFlag)
			{
				console.log(resp.mediaType +" has unmuted");
				CS.call.mediaAck(resp, function(ret, resp){
					console.log("media ack returned " + ret);
				});
			}	
			else{
				console.log(resp.mediaType +" has muted");
				CS.call.mediaAck(resp, function(ret, resp){
					console.log("media ack returned " + ret);
				});
			}
           break;
       }
}




3.6. [bookmark: _Toc59211354]Answer Incoming Call
	Table 13
	
	

	API
	CS.call.answer(callId, "localVideo", "remoteVideo", callback)

	Parameters
	Description
	Required

	
	callId – ID of the call that is being answered
	Yes

	
	localVideo – Local video element id name for video call
	Yes

	
	remoteVideo – Remote video element id name for video call
	Yes

	
	callback – With two parameters for return code and description phrase
	Yes

	Codes
	200 – Success
400 – Failure

	Example
	CS.call.answer(callId, "localVideo", "remoteVideo", function(ret, resp){
   console.log("ret "+ret);
});




3.7. [bookmark: _Toc59211355]Decline Incoming Call
	Table 14
	
	

	API
	CS.call.decline(callId, callback);

	Parameters
	Description
	Required

	
	callId – ID of the call that is being declined
	Yes

	
	callback – With two parameters for return code and description phrase
	Yes

	Codes
	200 – Success
400 – Failure

	Example
	CS.call.decline(callId, function(ret, resp){
   If (ret == 200){
       console.log("Call successfully declined"+ret);
   }
});



3.8. [bookmark: _Toc59211356]End Call
	Table 15
	
	

	API
	CS.call.end(callId, "reason", callback)

	Parameters
	Description
	Required

	
	callId – ID of the call that is being ended
	Yes

	
	reason – End reason string
	Yes

	
	callback – With two parameters for return code and description phrase
	Yes

	Codes
	200 – Success
400 – Failure

	Example
	CS.call.end(callId, "Bye", function(ret, resp) {
  If (ret == 200)
      console.log("call end successfully");
});



3.9. [bookmark: _Toc59211357]Mute/Unmute Call
	Table 16
	
	

	API
	CS.call.mute(callId, audioBoolean, videoBoolean, callback)

	Parameters
	Description
	Required

	
	callId – ID of the call that is being ended
	Yes

	
	audioBoolean – True to mute audio, False to unmute audio (is this muting audio on a video call?
	Yes

	
	videoBoolean – True to mute video, False to unmute video (mute or is this enable/disable video???
	Yes

	
	callback – With two parameters for return code and description phrase
	Yes

	Codes
	200 – Success
400 – Failure

	Example
	CS.call.mute(callId, true, true, callback){
  If ( ret == 200 ) 
    console.log("Call muted successfully");
});





3.10. [bookmark: _Toc59211358]Presence Info
a) Presence Update Notification
	Table 17
	
	

	API
	CS.contacts.onMessage(callback);

	Parameters
	Description
	Required

	
	callback – With two parameters for return code and description phrase
	Yes

	Codes
	200 – Success
400 – Failure

	Example
	CS.contacts.onMessage(presenceCallback);

function presenceCallback(ret, resp) {
 if (ret == "UserJoined")
   console.log("user "+resp.user" joined");
 else if (ret == "PresenceUpdate") 
   console.log("user "+resp.user+" [true = online, false = offline] " +resp.isOnline);
 else if (ret == "ProfileChanged"){
   console.log("profile updated for username "+resp.mobilenumber);
    console.log("name "+resp.name);
    console.log(“status-message "+resp.message);
    console.log(" profile pic url "+ CS.chat.getMediaURLPrefix() + resp.profilePicUrl);
   }
}

	Notes
	· IML server will give notification whenever a user in contact list comes online
· To listen to Presence notifications, a callback needs to be registered
· There are three types of Presence notifications
a) User joined
b) Presence changed (SignIn, SignOut)
c) Profile details updated



b) Get Presence Info
	Table 18
	
	

	API
	CS.contacts.getPresence(“loginId”, callback)

	Parameters
	Description
	Required

	
	loginId – List of login IDs
	Yes

	
	callback – With two parameters for return code and description phrase
	Yes

	Codes
	200 – Success
400 – Failure

	Example
	CS.contacts.getPresence(loginIds-list, function(err, resp){
 if (err != 200 && err != 204) {
   console.log("get presence failed with response code "+err+" reason "+resp);
 } else {
   for (var i=0; i < resp.length; i++)
     console.log("User "+resp[i].mobileNumber +" [true=online, false=offline] "+ resp[i].isOnline);
 }
});    console.log(" profile pic url "+ CS.chat.getMediaURLPrefix() + resp.profilePicUrl);
   }
}



3.11. [bookmark: _Toc59211359]Contact Management
a) [bookmark: _Hlk58591235]Add Contact
	Table 19
	
	

	API
	CS.contacts.getPresence(“loginId”, callback)

	Parameters
	Description
	Required

	
	loginId – List of login IDs
	Yes

	
	callback – With two parameters for return code and description phrase
	Yes

	Codes
	200 – Success
400 – Failure

	Example
	CS.contacts.addContact("loginId", function (err, resp) {
 if (err != 200 && err != 204) {
   console.log("add contact failed with response code " + err + " reason " + resp);
 } else {
   console.log("contact added successfully.");
 }
});



b) Remove Contact
	Table 20
	
	

	API
	CS.contacts.removeContact(“loginId”, callback)

	Parameters
	Description
	Required

	
	loginId – List of login IDs to remove
	Yes

	
	callback – With two parameters for return code and description phrase
	Yes

	Codes
	200 – Success
400 – Failure

	Example
	CS.contacts.removeContact(remoteUser, function(err, resp){
 if (err != 200) {
   console.log("remove contacts failed with code "+err+" reason "+resp);
 } else {
  console.log("remove contact successful");
  }
});




c) Get Contact List
	Table 21
	
	

	API
	CS.contacts.getContacts(callback)

	Parameters
	Description
	Required

	
	callback – With two parameters for return code and description phrase
	Yes

	Codes
	200 – Success
400 – Failure

	Example
	CS.contacts.getContacts(function (err, resp) {
 if (err != 200) {
   console.log("get contacts failed with code " + err + " reason " + resp);
 } else {
 console.dir(resp);
}
});



d) Verify if user is App Contact (Signed up Contact)
	Table 22
	
	

	API
	CS.contacts.isAppContacts(contacts-list, callback)

	Parameters
	Description
	Required

	
	contacts-list – List of contacts
	Yes

	
	callback – With two parameters for return code and description phrase
	Yes

	Codes
	200 – Success followed by contact details – name, mobile number, status message & presence status
400 – Failure

	Example
	CS.contacts.isAppContacts(resp, function(ret, resp){
 for (var i = 0; i < resp.length; i++) {
   console.log("name":resp[i].name);
    console.log("mobileNumber":resp[i].mobileNumber);
    console.log(“statusMessage":resp[i].presenceMessage);
  }
});



Is this applicable for video calls?
3.12. [bookmark: _Toc58598013][bookmark: _Toc59211360][bookmark: _Toc58417822]Call Recording – Call Recording can be enabled and disabled anytime from the Developer portal. Call that are recorded can be viewed from the call log list and downloaded whenever required from the Developer portal or using API. Startcall API takes an optional Boolean parameter that indicates if a call should be recorded or not. The call will be recorded at the caller end only when this parameter is set to true as shown below
	Table 23
	
	 

	API
	Nothing on doc portal so this is start call API
CS.call.startCall(“Remote user”, "localVideo", "remoteVideo", isVideoCall, callback, enable_call_recording)

	Parameters
	Description
	Required

	
	Remote User – callee
	Yes

	
	localVideo – Local audio element id name for audio call
	Yes

	
	remoteVideo – Remote audio element id name for audio call
	Yes

	
	isVideocall – Should be set to false for audio calls
	Yes

	
	callback – With two parameters for return code and description phrase
	Yes

	
	enable_call_recording – Set to true if call recording is required
	Optional

	Codes
	200 – Success
400 – Failure

	Example
	Function callbackFunc(code, resp){
 if (code != 200) { 
   alert("call failed with response code "+code+" reason "+resp);
 }

}


var enable_call_recording = true;

var callId = CS.call.startCall(remoteUser, "localVideo", "remoteVideo", true, callbackFunc, enable_call_recording);

	Notes
	· When enable_call_recording parameter is set to true, call recording begins automatically when call connects and recording stops when the call ends
· Recorded call must be saved before attempting to make another call as the record buffer is freed up on every new call due to memory restriction in browsers





a) Saving Recorded Calls – Is this applicable for video calls or not?
	Table 24
	
	

	API
	CS.call.saveRecording(callid, fileName);

	Parameters
	Description
	Required

	
	callId – ID of the last call that was made
	Yes

	
	fileName – File name of the call which is being saved
	Yes

	Codes
	200 – Success
400 – Failure

	Example
	CS.call.saveRecording(callid, 'recording.webm');

	Notes
	· This API must be called only after the call has ended. Therefore, it can be called only after either of the below events have occurred
a) Local party ended call – End call API is successful i.e. CS.call.end callback is called with 200 as return code
b) Remote party ended call – Received ‘END’ event in callcallback
· Calls can only be recorded by caller. Call recording for receivers will be enabled in later releases
· Calls are recorded in webm format



3.13. [bookmark: _Toc59211361][bookmark: _Toc58417829]Call History/Logs – Call Logs in detail can be viewed, retrieved, and saved. Enabling/Disabling call logs & viewing call logs summary can all be accomplished from the Developer portal. Similarly, CDR can also be retrieved using API. The below sections describe each option in detail

a) Enable/Disable Logs
3.13.1. Login to the portal with registered credentials & 2FA
3.13.2. Click on the drop down from the top left upper corner & select the desired project
3.13.3. Click on Video dropdown from left Developer Tools navigation panel & click on Settings
3.13.4. Select Enable, disable as per preference, click on Update to save the selection

b) Call Detail Records (CDR) via Developer Portal
3.13.5. Login to the portal with registered credentials & 2FA
3.13.6. Click on the drop down from the top left upper corner & select the desired project
3.13.7. Click on Video dropdown from left Developer Tools navigation panel & click on CDRs
3.13.8. The resulting page displays the detailed information for each video call
3.13.9. This includes for each call - the from number, to number to which the call was made, call status, start and end time of the call
3.13.10.  The displayed list on CDR page is sorted by the most recent ones on top. Scroll down further    and click on page numbers to navigate to the older logs. Alternately, use the search option to filter out specific logs


c) CDR via SDK
	Table 25
	
	

	API
	CS.call.getHistory(“username”, 100, 1, callback)

	Parameters
	Description
	Required

	
	loginid – 
	Yes

	
	pagesize – Page size determines the no. of records per page
	Yes

	
	offset – Index of the record
	Yes

	
	callback – With two parameters for return code and description phrase
	Yes

	Codes
	200 – Success
400 – Failure

	Example
	CS.call.getHistory("loginId", 100, 1, function(ret, resp){
  if (ret != 200){
     console.log("get history api failed");
     return;
  }

  for (var elem in resp.history) {
     console.log("Call from "+resp.history[elem].src);
     console.log("Call to "+resp.history[elem].dst);
     console.log("call id "+resp.history[elem].id);
     console.log("start time "+resp.history[elem].startTime);
     console.log("status "+resp.history[elem].status);
   }
});

	Notes
	· Call Types – Unknown, Audio, Video, Live-Location, PSTN
· Call Status – Unknown, Missed, Answered



4. [bookmark: _Toc57219676][bookmark: _Toc59211362]SUPPORT

For any other technical & billing queries or for further support, please email support@voxvalley.com
For complete contact details, please refer to https://voxvalley.com/contact-support-team/
CHECK TABLE NUMBERS
